
sudo nmap -sVC -p- 10.10.11.86 --open 
[sudo] Mot de passe de alice : 
Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-11 19:51 CEST
Nmap scan report for 10.10.11.86
Host is up (0.081s latency).
Not shown: 63668 closed tcp ports (reset), 1865 filtered tcp ports (no -response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 8.9p1 Ubuntu 3ubuntu0.13 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   256 3e:ea:45:4b:c5:d1:6d:6f:e2:d4:d1:3b:0a:3d:a9:4f (ECDSA)
|_  256 64:cc:75:de:4a:e6:a5:b4:73:eb:3f:1b:cf:b4:e3:94 (ED25519)
80/tcp open  http    nginx 1.18.0 (Ubuntu)
|_http-title: Did not follow redirect to http://soulmate.htb/
|_http-server-header: nginx/1.18.0 (Ubuntu)
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 48.23 seconds
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https://github.com/Immersive-Labs-Sec/CVE-2025-31161

AuthBypassAccount
CorrectHorseBatteryStaple
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On a changé le mdp du user ben et on s'est connecté sur son compte : 
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Bref mon shell fonctionnait aussi 

Crush4dmin990

Dans ce fichier on trouve des id de ben pour se connecter en ssh : 
ben", "HouseH0ldings998

IMPORTANT SSH !!!
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Leçon de l'histoire regarder toujours les ports !!!
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