Soulmate

jeudi 11 septembre 2025 19:52

sudo nmap -sVC -p- 10.10.11.86 --open
[sudo] Mot de passe de alice :

Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-11 19:51 CEST

Nmap scan report for 10.10.11.86

Host is up (0.081s latency).

Not shown: 63668 closed tcp ports (reset), 1865 filtered tcp ports (no -response)
Some closed ports may be reported as filtered due to ~defeat-rst-ratelimit

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.9p1 Ubuntu 3ubuntu0.13 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 256 1:6d:6f:e2:d4:d1 (ECDSA)

|_ 256 64:cc: 73:eb:3f: (ED25519)

80/tcp open http nginx 1.18.0 (Ubuntu)

|_http-title: Did not follow redirect to http://soulmate.htb/.
|_http-server-header: nginx/1.18.0 (Ubuntu)

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 11P address (1 host up) scanned in 48.23 seconds

' soulmate Home About Stories Login

Find Your
Perfect Match

Start Your Journey Learn More

¥ Soulmate Home  About

Join Souimate

Create your account and start your love

Journey

A Passwords do not match

2 Username B Full Name
allce koko
@ Password @& Confirm
Password

# Tell us about yourself

prrout

O Profile Picture (Optional)

Browse... | persona-5-f...1080_14.jpg

and out!

Upload a phota to make your profile

A+ Create Account
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https://nmap.org
http://soulmate.htb/
https://nmap.org/submit/

w soulmate Home  About  Stories @ alice =

My Profile

[# Edit Profile

& Basic Information
Full Name Phone Number
koko
& e - Bio
prrout
Interests
Music, Travel
0 Profile Picture
Upload New Picture
Browse... No file selected.
Max file size: SMB. Format 5, PNG, GIF
B Update Profile
s -
Request Response
Precty "B w = Fretty Raw e [= ]
pusT e HTTRA1.1 TR/
Host: soulmate.htb Server:

tate: Th
Cortent -Type:
Connection:
Expires:
Cache-Cont rol

User-Agent: Mozillass
Accept: test/htel.appli
Accept-Language: en-US, en:
Accept-Enceding: gzip,
Content -Type: aultipart/

Content -Lengt

http: /i soul
PHPSESSID-

sdelivr.net /npa/boot st rap@s. s/bootstrap.win.css® rele"

BIE02A5 51 62

rel=

5/ font

1173471 56527507 263602852151 762
form-data bio®

117347156527507T 263602852151 762
name="interests”

1173471585275 02E521 51 762
on: form-data; names"profile pic®; filenam

Content -Dispos
Content-Type: applicationsz-php

“rev_shell_great.php”

php
Copyright lcl class="brand-test*>

oul eat e

~/Bureau/HTB/machines/Soulmate
/usr/share/wordlists/dicl.txt
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Kali Linux @ Kali Tools » Xali Docs Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB

@ Crush

Username Or Email
Password

7] Remember me

Signin

https://github.com/Immersive -Labs-Sec/CVE-2025-31161
~/Bureau/HTB/machines/Soulmate

cve-2025-31161.py

sword for the r

~/Bureau/HTB/nachines/Soulna
cve-2025-31161.py

~/Bureau/HTB/machines/Soulmate

AuthBypassAccount
CorrectHorseBatteryStaple

@ Crush
a0 © Dowr: - pt (=1 @Add Ta T ot | EE a: -
A Home &

ilter

HAME SIZE LAST MODIFIED

@

Kali Linux

i T n aroup: | Malnisers
T [-] Setup (Click "Show AIl 1o see Inherited items.)
ter
nhereance
Gro Use ¥ Account Enaliled Lust login: 0013125 36:48:04 PM)
Recentty vewed User name: her

Select gl | g Password: e
2 Reload User -

Server's Files
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- a ® AuthBypassAccoun

Select ~ [ Keep directories on top while sorting B ~

KEYWORDS


https://github.com/Immersive-Labs-Sec/CVE-2025-31161

& e = 18 Quick Find (Al + F)

# User comnection group: | Mainlsers
+Add || mCopy | g Delete

Fiher.
Inharitance:

Groug: | All Users

Recensy viewed:
% Reload Select all | paste | pone Fiter

% Fostaad User e
ben
crushadmin - ey
detauit f—
Jenna . home
;[ ACCOUNt am

<8< - proc

On a changé le mdp du user ben et on s'est connecté sur son compte :

Most Visited || pam  erush,.

Server's Files

Clear

s S Help  (Dopartmars)
Fitter

I,

User's Stuff

Cloar

Qukk ]

@ create-user-with-ssh.sh
B dev-env-setup.sh
B wordpress-installation.sh

@ crush
oo s ptions @ Search @ Add To Baskat -
W Home &
Cilter
O name
O ben
[m} m
O webProd
@ Crush
O Dowrload yptions| @ Search| WiPaste|| @ Upload @4 i &
Add files
A Home - BB webProd &
Filter
MAME
O 2 registerghp
O & proflephp
O & logoutphp
O & loginphp
O % indexptp Name : dashbioard php
O 8 indionisiy ls.:!t.h:::rr'::e 0819/2025 11:03:11.643
(m] assets Created : 08/19/2025 11:03:11.643
Keywords
Files To Upload
+ Add Files L Upload X Cancel O Overwrite All M Resume All * Share Uploaded
O

w  IwebProdjrev_shell_great.php

Usage: http:/ftarget.com/simple-backdoor. php?emd=cat + fetc/passwd
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1 Irerrs)

[ Items]

W Remove

Drag & Drop Files and Folders Here To Uploa

45KB

16.4 KB

0e

9.2 KB, 09112025 D&A2 PM
L Upload B Remaove

LAST MODIFIED

202519:031.787

OH15{2025 19:03:11.787

025 19037179

® 2 (D e

Select v [ Keep directories on top while sorting B ~

KEYWORDS



«

@ a

soulmate.

OffSec Kali Linux @ Kali Tools  » Kali Ds Kali Foru:

Bref mon shell fonctionnait aussi

alice@alice: ~/Bureau/HTB/machines/Soulmate ¥ alic

~/Bureau/HT8/machines/Soulnmate
/usr/share/webshells/php/simple-backdoor.php
cp: impossible de cr le f ta backdoor
~/Bureau/HTB/machines/Soulmate
Jusr/share/webshells/php/sinple-backdoor.php

[sudo] Mot de pass alice
~/Bureau/WTB/machines/Soulnate

~/Bureau/HTB/machines/Soulnate
~/B
cve-2025-3 home/alice/Bureau/HTB/machi ulmat

31161. ~/Bureau/HTB/machines/Soulnate

alice: ~/Bureau/HTB W

/usr/share/webshells/php/simple-backdoor.php /home/alice/Bureau/HT)

~/Bureau/HT8/machines/Soulmate

~/Bureau/HT8/machines/Soulmate
sinple-backdoor.php

5imple PHP backdoc

Corre

~/8
cve-2025-3

Crush4dmin990

jatafisoulmate sr/local/1ib/er Lang_logd

public_key

Method

Dans ce fichier on trouve des id de ben pour se connecter en ssh :
ben", "HouseH0ldings998

IMPORTANT SSH !
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Legon de I'histoire regarder toujours les ports !1!
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